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1.

Executive Summary

1.1

Purpose

The purpose of the Fraud and Corruption Control Framework (Framework) is to:


minimise opportunities for fraud and corruption (whether committed by internal or
external parties)



protect public monies, property, and information and organisational and individual
rights and



maintain the effectiveness of Council operations.

Its implementation will ensure that our workforce acts legally, ethically and in the public
interest.

1.2

Scope

The Fraud and Corruption Control Framework applies to all Councillors, Council employees,
contractors and volunteers and is based upon two best-practice fraud and corruption control
resources:


Queensland Crime and Corruption Commission - Fraud and corruption control
guidelines for best practice (CCC Guidelines);



1.3

Standards Australia – AS 8001-2021 Fraud and Corruption Control (the Standard)

Risk-management approach

As an integral part of Council’s Enterprise Risk Management Framework, this Framework
includes proactive measures designed to enhance system integrity (prevention measures) and
reactive responses (reporting, detecting and investigative activities).

1.4

Structure

The Framework consists of a suite of tools and resources including:


the Council’s Fraud and Corruption Control Policy Statement



its Fraud and Corruption Control Plan



its Fraud and Corruption Control Risk Assessment



supporting policies including Code of Conduct and the Complaints about the Public
Official (CEO) Policy.
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1.5

Goals and objectives

Through Council’s Fraud and Corruption Control Policy and Plan, the Framework aims to
clearly articulate:


Council’s commitment to a zero-tolerance attitude towards fraud and corruption



its approach to controlling fraud and corruption



the embedding of a strong and proactive fraud and corruption control ethos within the
organisational structure



Council roles and responsibilities for fraud and corruption control



strategies implemented within Council to prevent, detect and respond to fraud and
corruption





a summary of:
o

the fraud risks (internal and external) associated with Council’s functions

o

the controls in place to minimise the opportunity for fraud and corruption

o

their implementation details and

protocols for the reporting of suspected fraud or corruption against Council
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2.

What is fraud and corruption?

Fraud and corruption can take many forms. Fraudulent and corrupt conduct by public officers
may fall within the category of ‘corrupt conduct’ under the Crime and Corruption Act 2001. In
addition, many forms of fraud and corruption are offences under the Criminal Code Act 1899.
These include false claims, stealing, and misappropriation of property, false pretence, forgery
and receipt or solicitation of secret commissions. The following definitions of “fraud”,
“corruption”, “misconduct” and “corrupt conduct” are used throughout this document.

2.1

Fraud

Any deliberate deceitful conduct or omission designed to gain an advantage to which a person
or entity is not entitled. It is the intentional use of false representations or deception to avoid
an obligation, gain unjust advantage or in the context of public administration, commonly
referred to as ‘rorting the system’.

2.2

Corruption

Behaviour that may involve fraud, theft, the misuse of position or authority or other acts which
are unacceptable to an organisation, its clients or the general community. It may also include
other elements such as breaches of trust and confidentiality.

2.3

Misconduct

Inappropriate or improper conduct in an official capacity or inappropriate or improper conduct
in a private capacity that reflects seriously and adversely on the local government.

2.4

Corrupt conduct

Conduct of a person, regardless of whether they hold or held an appointment in a unit of public
administration, that adversely affects, or could adversely affect the performance of functions
or the exercise of powers of a unit of public administration or a person holding an appointment
within the unit of public administration, and results or could result in their performance or
exercise in a way that:


is not honest or impartial; or



involves a breach of the trust placed in the person as a public officer, either knowingly
or recklessly; or



involves a misuse of official information or material; and
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is engaged in for the purpose of providing a benefit either to the person or another
person or causing a detriment to another person.

The conduct in question, if proven, must also amount to a criminal offence or a disciplinary
breach providing reasonable grounds for the person’s dismissal.

Anyone who tries to corrupt a public officer can also be guilty of corrupt conduct if the matter
involves a criminal offence.

2.5

Common examples of fraud and corruption

Types of Council services susceptible to fraud risk includes:

Type of Fraud
Rate revenue fraud—

Examples of related risks


Incorrectly claiming discounts (such as

Fraudulent manipulation of rates to

pensioner discounts) to benefit employees,

receive a self-benefit.

friends, family and colleagues;


Making changes to rates details to benefit
employees, friends, family and colleagues.

Development applications and



rezoning—
Frauds relating to development

information;


applications and rezoning of land for
commercial and residential purposes.

Misuse of commercially sensitive

Providing kickbacks to Councillors or
Council staff for favourable decisions;



Undeclared conflicts of interest involving
Councillors and/or Council staff.

Service delivery fraud—



Selling a resident's parking permit to a

Frauds relating to the use of Council-

non-resident;

provided services to which the citizen 

Oversupplying goods or services to benefit

would not normally be entitled.

third parties;


Undersupplying to 'skim' goods or services
(or time that would normally be devoted to
the service).

Compensation fraud—



Falsely claiming pedestrian accidents on

Frauds relating to falsely claiming

footpaths or Council premises;

Council responsibility for incidents 

Falsely claiming road quality-related
accidents;
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Type of Fraud
and

accidents

Examples of related risks
and

attempting

to 

falsely claim compensation
Grants fraud—

Falsely claiming storm water or drainagerelated accidents.



Overpaying of grants, duplicating

Frauds relating to grant funds not

payments of grants or having grants

being used for the intended service

claimed multiple times;

delivery objective.



Redirecting grant funds to personal
accounts;



Poor record keeping for grants, resulting in
misstatement.

Particular functions and activities undertaken can be inherently risky.

For example,

procurement fraud is a significant risk in the local government context because of the high
volume of services Councils procure from businesses in their local communities and the
possibility that Council employees can be linked through either personal or professional
relationship to those businesses.

Types of Council business functions susceptible to fraud risk includes:
Type of Fraud

Examples of related risks

Procurement fraud –



Frauds relating to the process of
acquisition of goods, services and

Unauthorised use of corporate credit or
fuel cards;



project delivery from third parties.

Paying claims for goods or services that
were not delivered;



Receiving of kickbacks or being involved in
bribery, corruption or coercion related to
manipulation of the procurement process.

Travel and allowance fraud – Frauds



relating to falsely claiming
reimbursement of costs of allowances

overstating the distance;


for which there is no entitlement.
Payroll and salary fraud—

Making claims for journeys not made or

Reimbursing expenses not related to
Council business.



Creating 'ghost' employees to receive

Frauds relating to claiming pay that

additional pay;

doesn't match work performed or 

Falsely claiming overtime payments.

conditions of employment.
Employment fraud—



Misrepresenting skills, capabilities or
qualifications to obtain employment;

Page 7 of 54

Type of Fraud

Examples of related risks

Fraud relating to applicants falsely 
claiming

qualifications

and

Forgery of reference documentation.

skills

above their ability.


Asset fraud—

Manipulation of asset value or fraudulent

Using Council assets for other than

asset divestment process for personal

official purposes or gaining other

gain;

personal benefits.



Stealing assets;



Using Council assets without
authorisation.



Exploiting council information—

Falsifying official records;

Using confidential or commercially 

Providing confidential and sensitive

sensitive

information to others for personal gain;

gain.

information

for

personal


Using confidential and sensitive
information for personal benefit.
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3.

Fraud and corruption control policy statement

We are committed to excellence in service performance and in meeting our statutory
obligations. This includes maintaining a fraud and corruption prevention culture. We have zero
tolerance for fraud and corruption.

We provide all staff and relevant stakeholders with education and training in ethics and fraud
awareness to ensure that we all understand our responsibilities and obligations. Our
organisational values and culture, governance and risk management frameworks, and
controls work together to prevent, detect and respond to potential or actual fraudulent or
corrupt conduct.

We will deal appropriately with all allegations of fraud and corruption. All staff are obliged to
report suspected fraudulent and/or corrupt activities to their supervisor or manager or where
appropriate, the Chief Executive Officer, who will investigate and deal with the allegation. We
will refer any instances of corrupt conduct to the Crime and Corruption Commission (CCC)
and/ or the Queensland Police Service for investigation and possible prosecution. We will
pursue the recovery of any losses incurred from fraud and corruption activities, after
considering all relevant issues.
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4.

Fraud and corruption control plan

4.1

Fraud and corruption control model

The Fraud and Corruption Control model (Figure 1) is based on the CCC’s recommended 10
key elements with its fraud and corruption control prevention, detection and response
strategies.
Element

Prevention

Detection

Response

Coordination mechanisms



Risk management system







Internal controls







Reporting processes



Protections for Disclosers







External reporting
Investigation management processes



Code of Conduct



Organisational culture





Client and community awareness









Figure 1
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4.1.1 Responsibilities
Executive Management Team Members and Managers are required to demonstrate an
observably high level of commitment to the control of fraud (zero tolerance on fraud).
Balancing fraud control with other high-level corporate and operational responsibilities can be
challenging for executives. This Fraud Control Plan is designed to assist by building on a
strong governance framework.

In addition, maintaining an ethical culture is a key element of sound governance and plays an
important role in preventing fraud and helping to detect it if it occurs.

Councillors, Executive Management, Supervisors and employees are required to abide by
Council’s Code of Conduct, which prescribes standards of ethical conduct including:

standards of behaviour, integrity and ethical conduct expected of all employees of the
Council to enhance both the public perception and confidence in the Council’s
administration and the system of local government;



standards for compliance with the statutory duty to act honestly and exercise due
diligence and a high degree of care.

In general, Council expects employees to assist in prevent fraud and corruption with Council
by :

understanding the responsibilities of their position;



familiarising themselves with, and adhering to, Council’s policies and procedures;



understanding what behaviour constitutes fraudulent and/or corrupt conduct;



maintaining an awareness of Council strategies implemented to minimise fraud and
corruption;



being vigilant to the potential for fraud or corruption to occur; and



reporting suspected or actual occurrences of fraud or corruption in accordance with
this plan.
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4.1.2 Specific responsibilities

Role
Councillors

Responsibilities
As the decision making body of Council, Councillors are responsible for
ensuring that:


their conduct and behaviour conforms with the local government
principles and responsibilities of Councillors as detailed within the
Local Government Act 2009 and Councillor Code of Conduct;



Council promotes community awareness of commitment to the
prevention of fraud and corruption; and



sufficient resources are allocated to enable the proactive mitigation
of fraud and corruption risks.

Executive

The management team will:-

Management



Team

ensure that their conduct and behaviour conforms with the local
government principles and responsibilities of employees as detailed
within the Local Government Act 2009 and Code of Conduct for
employees;



provide adequate security for the prevention of fraud and corruption,
including the provision of secure facilities for storage of assets, and
procedures to deter fraud or corruption from occurring;



provide mechanisms for receiving allegations of fraud or corruption,
including ensuring a responsible officer is appointed;



ensure that, where appropriate, proper investigations are conducted
into allegations that involve fraud or corruption;



make reports of suspicions of fraud in accordance with this Plan and
facilitates cooperation with any investigation undertaken by an
external authority;



ensure that all employees are provided with appropriate and regular
training to raise awareness of their responsibilities in relation to fraud
and corruption;



promote a culture and environment in which fraud and corruption is
actively discouraged and is readily reported should it occur; and



undertake a fraud and corruption risk assessment on a regular basis.

Managers,

Managers, Coordinators and Supervisors will:-

Coordinators



and Supervisors

ensure that their conduct and behaviour conforms with the local
government principles and responsibilities of employees as detailed
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Role

Responsibilities
within the Local Government Act 2009 and Code of Conduct for
employees;


provide oversight of the conduct of any employees whom they
supervise;



ensure the security of any property under their control and will be held
accountable for such;



report suspicions of fraud in accordance with this Plan;



create an environment in which fraud and corruption is discouraged
and readily reported by employees;



ensure that new employees for whom they are responsible are aware
of their responsibilities in relation to fraud and corruption and of the
standard of conduct expected from all employees as outlined in the
Code of Conduct;

Employees



identify potential fraud and corruption risks; and



lead by example to promote ethical behaviour.

Employees will:


ensure that their conduct and behaviour conforms with the local
government principles and responsibilities of employees as
detailed within the Local Government Act 2009 and Code of
Conduct for employees;



perform their functions and duties with care, diligence, honesty
and integrity;



conduct themselves in a professional manner at all times;



adhere to these guidelines and other Council procedures that
have been established to prevent fraud or corruption;



take care of Council’s property which includes avoiding the waste
or misuse of Council’s resources;



maintain and enhance the reputation of Council;



remain scrupulous in the use of Council information, assets,
funds, property, goods or services; and



report suspicions of fraud in accordance with this Plan.
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4.1.3 Fraud Risk Management
Risk management is crucial to fraud control, guiding the development of effective actions.

Council has a comprehensive Enterprise Risk Management Framework. It is proposed that
this Framework be used as a tool to focus on both the identification and management of fraud
risks in line with the Fraud Control Plan. To achieve this, it is proposed that fraud as an
organisational risk will be reviewed across Council on an annual basis. This risk review will
particularly focus on the following:


impact of change in structure or function;



the operating environment and the organisation's relative exposure to external and
internal fraud;



exposure to ongoing and emerging fraud risks;



the effectiveness of current treatment plans, controls and actions.

4.2

Fraud and Corruption Policy

As part of fostering an environment that encourages fraud prevention and control a Fraud
Policy Statement assists employees to understand what fraud is, Council's attitude to fraud,
and what to do if they suspect fraud is being perpetrated. The key purpose of a Fraud and
Corruption Policy is to detail what is expected of employees, clients and suppliers and the
consequences of engaging in fraudulent conduct. An effective policy on fraud includes:


the definition of fraud and an outline of the organisation’s position on fraud;



an assurance that all allegations and investigations will be handled confidentially;



directions about how allegations / incidents of fraud are to be managed.

4.3

Preparation of a Fraud Control Plan

The Fraud Control Plan outlines the strategies and the process for addressing the risk of fraud
throughout the organisation. The details of controls and actions relating to individual fraud
risks across Council will be contained in the Enterprise Risk Management System.
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5.

Fraud Control Strategies

Fraud control requires the implementation of a number of key control strategies which
contribute to an effective fraud control framework. These strategies are interdependent and
subject to a cyclic process of review and enhancement. The strategies are grouped in four
key themes:


Fraud prevention involves those strategies designed to prevent fraud from occurring
in the first instance;



Fraud detection includes strategies to discover fraud as soon as possible after it has
occurred;



Fraud response covers the systems and processes that assist an organisation to
respond appropriately to an alleged fraud when it is detected;



Fraud monitoring, reporting and evaluation are strategies to provide assurance
that legislative responsibilities are being met, as well as promoting accountability by
providing information that demonstrates compliance with specific fraud control
strategies.

For these strategies to be effective in the context of an overarching fraud control framework,
each strategy must be subject to active management and ownership within Council. Senior
executive oversight through sound governance arrangements will ensure that each strategy
does not operate in isolation, and that interdependency is effectively identified and managed
appropriately.
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6.

Fraud Control—Prevention

Fraud prevention strategies are the first line of defence and provide the most cost-effective
method of controlling fraud within the organisation. To be effective, fraud prevention within an
organisation requires a number of contributory elements, including an ethical organisational
culture, a strong awareness of fraud among employees, suppliers and clients, and an effective
internal control framework.

Key elements of effective fraud prevention include:


a robust Fraud Policy and Code of Conduct;



sound fraud risk management processes;



a comprehensive Fraud Control Plan;



prudent employee;



regular Fraud Awareness training;



fraud-related controls for activities with a high fraud risk exposure;



system controls to ensure accurate and up-to-date data;



communication about investigation outcomes to demonstrate that allegations and
incidences of fraud are serious and appropriately dealt with.

Figure C illustrates a range of preventative strategies and measures that Council could
consider to manage its fraud risks. The identified strategies are mapped on a continuum of
resource intensity and fraud risk exposure. The preventive measures contained at the base
of the triangle generally represent those preventative measures that would need to be
implemented to have an effective fraud control framework. Strategies at the apex of the
triangle are more appropriate if an entity has a significant fraud exposure and/or significant
resources to introduce the control.
In determining a ‘fit for purpose’ approach to managing fraud risks, the resources devoted to
preventative strategies and controls should be proportionate to the fraud risk profile as
indicated by, for example, the materiality, scope, complexity, and sensitivity of possible
fraudulent activities. The controls identified and their associated costs should be considered
with respect to the nature and scale of the fraud risks they are designed to address.
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Figure C: Fraud Prevention Measures

6.1

Preventative Measures

6.1.1 Code of Conduct
A robust Employee Code of Conduct is integral in establishing an ethical culture and Council's
Code of Conduct reinforces the need for honest ethical behaviour. The induction process for
new staff includes an understanding of the Code of Conduct and the behaviour expected of
all Council employees.

6.1.2 Conflicts of Interest
The management of conflicts of interest is an integral part of establishing an ethical culture.
Of primary concern within a government organisation is the conflict between private and public
interests, and the effective management of this issue. Council's Code of Conduct outlines the
process to manage conflicts of interests.
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6.1.3 Employment Screening
The screening of employees is an integral part of an organisation’s Fraud Prevention Strategy.
Practical steps are taken in the screening of a new staff member (in high risk areas) including:


verification of identity, including presentation of two different forms of identity
documents;



police criminal history search in all states and any countries where the individual has
resided;



reference checks with the two most recent employers and any public sector
employer;



checking with any relevant professional licensing or registration board to determine
whether an inquiry by a professional licensing or registration body is pending.
Examples include such organisations as the Institute of Chartered Accountants in
Australia, CPA Australia or the relevant State or Territory Bar Association;



consideration through interview and any necessary follow-up of any employment
history gaps and reasons for those gaps;



verification of qualifications through an independent source, for example; by calling
the relevant institutions rather than relying on information or documentation provided
by the individual.

6.1.4 Fraud Awareness training
All staff members should have a general awareness of fraud, how they should respond and
Council's processes if this type of activity is detected or suspected within the workplace. Fraud
Awareness training is an effective method of ensuring that all employees are aware of their
responsibilities for fraud control and of expectations pertaining to ethical behaviour in the
workplace.

6.1.5 Screening Service Providers
Confirming the identity and reputation of service providers is important in managing fraud
control within an organisation. The vetting of service providers is tailored to the materiality
and relative risk the individual or organisation represents.

Depending upon the relative importance and risk presented by the service provider, practical
steps should be taken to verify their bona fides on both an initial and periodic basis and include:

Page 18 of 54



checking that the organisation’s trading address and telephone listing matches its
contact details;



searching the company register (if the supplier is incorporated);



confirming that the organisation’s Australian Business Number (ABN) corresponds to
its company register ACN;



verifying the personal details of Directors, including conducting a Bankruptcy search
and Disqualification search;



confirming current legal proceedings pending and judgments entered;



confirming the entity’s registration with the appropriate Chamber of Commerce or
industry association (if applicable).

6.1.6 Specific Fraud Controls for High Risk Processes and Activities
Certain processes or activities have a higher fraud exposure than others. These high-risk
areas are analysed to determine whether they need to be the subject of specific fraud controls.
It is important that the controls established to manage these high-risk areas are actively
monitored and understood by relevant personnel. Examples of processes with a higher
inherent fraud risk include: accounts payable; cash handling; pre-payments; travel and
subsistence payments; works contracts; and grant programs.


Examples of specific preventative fraud controls that can be applied to one or more
identified fraud risks include:



segregation of duties;



hard coded IT system controls (that is, access restrictions or dollar value limits for
processing transactions);



effective procedural controls and management oversight where appropriate;



physical security measures, including the use of safes and physical access
restrictions;



the deterrent effect of regular and random quality assurance checks by management
to determine the existence of a service or goods procured;



regular supplier reviews and the maintenance of a register of noncompliance/breaches of contractual conditions and reporting requirements;



rotation of personnel in high-risk positions (requiring staff to take regular annual leave
and balances not to accrue to high levels).
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7.

Fraud Control – Detection

Local Government is susceptible to fraud and no system of preventative controls can provide
absolute assurance. As such, Council has implemented systems aimed at assisting with the
detection of fraud as soon as possible after it has occurred, in the event that the Council's
preventative systems fail.

The source of fraudulent activity may be: internal (perpetrated by an employee or contractor
of an organisation); external (perpetrated by a customer or an external service provider); or
complex (for example, involve collaboration between employees, contractors, and external
service providers).

Measures to detect internal, external, and complex fraud fall into two main categories, passive
measures and active measures, as illustrated in Table D:

Table D: Passive and Active Fraud Detection Measures
Passive measures

Active measures

Include controls or activities that do not

Include controls that require the assertive

require the active and ongoing involvement

involvement of management and by their

of management, but exist as a means by

nature are designed to detect or assist in

which fraud is detectable within an

detecting fraud within an organisation.

organisation.

In determining an appropriate approach to managing fraud risks, the resources devoted to
detecting strategies and controls should be proportionate to the fraud risk profile (as indicated
by, for example, the materiality, scope, complexity, and sensitivity of possible fraudulent
activities). The controls identified and their associated costs will be considered with respect
to the nature and scale of the fraud risk(s) they are designed to address.

Page 20 of 54

7.1

Passive Detection Measures

7.1.1 Effective Internal Controls
Internal controls are an effective detector of fraud. Examples of detecting internal controls
include:


regular independent reconciliation of accounts;



independent confirmation of service delivery where suppliers are paid in advance for
services;



physical security, for example:


security cameras;



staff who know their jobs (people who are familiar with their jobs are
more likely to be able to identify anomalies);



job rotation/mandatory leave;



comparisons between budgeted and actual figures and the follow-up
of discrepancies;



audit trails and system access logs and the regular review of these;



exception reporting;



quality assurance;



surprise audits;



management review.

The scope and frequency of management review activities will depend primarily on an
assessment of risks and the effectiveness of ongoing monitoring.

7.1.2 The Process to Report Fraud Allegations
Allegations made by employees, contractors, and members of the public can often lead to the
uncovering of fraud.

One way organisations can detect fraud is through encouraging

employees, contractors, service providers and, where relevant, members of the public to
report their suspicions of fraud through the Public Interest Disclosure protocol.
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7.1.3 Allegations made by Employees
Fraud is a criminal offence and as such comes under the provisions of criminal law
administered through the Police Services.

Where an employee has some evidence or

suspicion of fraud there are a number of avenues in reporting.

Code of Conduct for Employees
Where a matter particularly relates to an alleged breach of the Code of Conduct provision is
made in that policy for employees to report the matter directly to their Supervisor, Manager or
where appropriate, the Chief Executive Officer.

Suspicion of Fraud
Where an employee suspects that a Council employee or contractor may be undertaking
fraudulent activities, the matter should be raised with the employees' immediate supervisor or
if that is not appropriate the next senior officer. Council's People and Culture team is also
available to provide advice and to assist where possible.

Allegations made against the Chief Executive Officer are dealt with in accordance with
Section 7.1.5.

Council's response to reporting of suspected fraud is dealt with in Section 6.

7.1.4 Allegations made by External Parties
Members of the public (including an organisation’s customers, suppliers and other
stakeholders) can play a role in reporting suspected fraud. These parties may be aware of
fraud occurring within an organisation, or being committed against an organisation by an
outside party.

Allegations made from external parties need to be in writing or translated into a written form
as soon as reasonably possible.

The contact officer for such allegations will be the

Governance Lead. The exception being allegations made against the Chief Executive Officer
which is referred to in Section 7.1.5.
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7.1.5 Allegation made against the Chief Executive Officer
Allegations made against the Chief Executive Officer (CEO) are to be directed to the Council’s
Audit Committee Chairperson in accordance with Council’s Complaints about the Public
Official: Section 48A of the Crime and Corruption Act 2001 Policy.

7.1.6 Public Interest Disclosures
Council is committed to the disclosure, in the public interest, of information about wrongdoing
in the public sector and to provide protection for those who make disclosures. Public Interest
Disclosure Policy sets out all the relevant details associated with disclosure of reportable
conduct including disclosure process, investigation and protection.

Page 23 of 54

7.2

Active Detection Measures

Active fraud detection measures are controls or activities that require the assertive
involvement of management. These measures can be broadly categorised as:


monitoring and review activities, focused on employees and customers at risk;



data mining and/or data matching

7.2.1 Monitoring and Review Activities to detect Internal Fraud
There are a number of ‘red flags’ or early warning signs of fraud activity which can be used to
help profile possible internal perpetrators. These early warning signs are summarised in Table
E:
Table E: Early warning signs for staff and/or workplaces at risk of fraud
Early warning signs: people

Early warning signs: areas or activities

Unwillingness to share duties; refusal to

Financial information reported is inconsistent

take leave.

with key performance indicators.

Refusal to implement internal controls.

Abnormally high and increasing costs in a
specific cost centre function.

The replacement of existing suppliers upon

Dubious record keeping.

appointment to a position or unusually close
association with a vendor or customer.
A lifestyle above apparent financial means;

High overheads.

the provision of gifts to other staff members.
Failure to keep records and provide

Bank reconciliations not up to date.

receipts.
Chronic shortage of cash or seeking salary

Inadequate segregation of duties.

advances.
Past legal problems (including minor

Reconciliations not performed on a regular

previous thefts).

basis.

Addiction problems (substance or

Small cash discrepancies over a period of

gambling).

time.
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7.2.2 Analysis of Management Accounting Reports
The analysis of management accounting reports can reveal anomalies which may be
indicative of fraud. Monthly actual versus budget comparison reports for individual cost
centres, reports comparing expenditure against prior periods and reports highlighting unusual
trends in bad or doubtful debts all may reveal areas which should be further investigated.

7.2.3 Hotspot Analysis
Allegations of unethical behaviour raised through the organisation’s reporting mechanisms
can be ‘mapped’ to show hot spots of potential fraud throughout the organisation. Multiple
allegations about an area or individual potentially highlight an issue of either fraud or control
weakness.

Hotspot areas may also be identified through an assessment under Council's Enterprise Risk
Management Framework. It is proposed that each area review fraud risk across Council and
identify such risks within the Council's operational and/or project risk registers.

The

management of such risks will largely be managed within that system with an overall appraisal
undertaken as part of the review of the Fraud Control Plan.

It is recognised that the open nature of the duties of a number of positions make them
especially vulnerable to fraud. For these positions, action to detect irregularities and fraud
could focus on:


regular performance appraisals, mandatory disclosure of interests, assets, hospitality
and gifts;



close monitoring in relation to existing computer data-mining to draw attention to
transactions that appear to depart from established norms.

7.2.4 Data Mining – Post Transactional Review
Indicators of fraud, misconduct and error can often be found within an organisation’s financial
and operational data. The use of data mining/analysis techniques and tools can assist with
the identification of such indicators.
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The benefits of using data analysis include:


analysis of suspicious transactions, for example, duplicate payments or claims;



identification of unusual relationships, for example, employee bank account matches
a vendor bank account;



assessing the effectiveness of internal controls, for example, password sharing,
employees remaining on the payroll after termination/resignation;



identification of irregular trends over periods of time, for example, supplier
favouritism;



an ability to analyse large volumes of transactions over periods of time rather than
relying on sampling techniques.

Data mining and data matching
Compared with manual or routine record checking, technological advances in data processing
allow for efficiencies in locating records and potential fraud. Where relevant information is
held by other organisations, data mining/matching provides significant benefits including:
uncovering and reducing fraud; encouraging better compliance; and improving the quality of
data held on the systems of participating organisations.

Organisations need to be mindful of privacy considerations and implement appropriate
processes to ensure that any data mining/matching activities conform to legislative
requirements.

It is proposed that the Manager Finance be responsible for the data mining as outlined above.
A series of reports will be prepared and forwarded to the respective Executive Management
Team Members for follow-up activities. This information on its own may not identify suspected
fraud but will highlight potential areas, personnel and practices that could detect fraudulent
activities. The Manager Finance will undertake this data mining exercise and prepare a series
of reports on an annual basis or as often as required by senior management. The Executive
Management Team Member of each Department have an obligation to review the reports and
follow-up any indications of potential fraudulent activities.

7.2.5 Detecting Fraud by Contract Providers
External fraud includes the fraudulent conduct of service providers who charge Council for
goods or services that are not delivered, or delivered in an incomplete way.
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Most cases of external service provider fraud are discovered through day-to-day contract
management and associated controls. The aim of contract management is to ensure that
deliverables are provided to the required standard, within the agreed timeframe, and achieve
value for money. A central risk to the success of a contract is the management of external
service provider performance, including the potential for fraud, or inappropriate conduct by the
external service providers.

Council's Financial Management System underpinned by Council's Procurement Policy
underpins the required practice in dealing with contractors. Many Council officers have
financial delegations and with these delegations come a responsibility to be vigilant and alert
to potential fraud on the part of contract providers. Council officers suspecting potential fraud
need to advise their supervisor and to take all reasonable steps to ensure that the strongest
possible internal control systems and a positive work culture are in place. Adherence to
Council's Procurement Policy and particularly, the following of Purchase Order processes is
important and must be followed. These processes are not only important internal controls but
they also provide protection for Council Officers against allegations of collusion and
negligence.

7.2.6 The Role of Internal Audit
Responsibility for managing the risk of fraud, like responsibility for managing all risks, rests
with management as part of its ongoing responsibilities. However, internal audit can assist
Council to manage fraud control by advising on the risk of fraud and the design or adequacy
on internal controls. It can also assist in detecting fraud by considering fraud risks as part of
its audit planning and being alert to indicators that fraud may have occurred.
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8.

Fraud Control – Response

Fraud response is a key element of the overall Fraud Control Plan. As fraud is a criminal
offence the primary responsibility for investigating fraud rests with the Police Service.

However, Council needs to be responsive and vigilant in undertaking preliminary
investigations to determine whether allegations have sufficient grounds to be taken further.

In some situations this is straightforward. Cash monies may be missing and Council would
very quickly determine the circumstances and refer the matter to the Police. Other possible
fraudulent behaviour may not be as clear and some preliminary work will need to be
undertaken to form an opinion by senior management that referral to the Police is warranted.

Fraudulent behaviour can also be closely connected to official misconduct and corruption
which are particularly dealt with under the provisions of the Crime and Misconduct Act 2001.
This legislation has a clear process for reporting and investigating and in many cases this will
override allegations of fraudulent behaviour.

It is not proposed to have a dedicated Fraud Control Officer but rather that Council's
Governance Lead and Council's Manager Finance undertake tasks to support the Fraud
Control Plan.

The Governance Lead will be appointed as the contact person for allegations of fraud from
the community and employees. Councils People & Culture section will take on a liaison role
in relation to Council employees.

At any stage allegations of fraud can be forwarded directly to the Chief Executive Officer
however the Governance Lead will play a role in facilitating the initial assessment and
coordinating the overall process including complying to reporting obligations.

Councils Manager Finance has particular responsibilities relating to fraud detection and data
mining. This may extend further to support initial investigations of alleged fraud. Where
required support will be provide from Councils IT section.
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8.1 Fraud Investigations
The purpose of a fraud investigation is to gather evidence relating to specific fraud allegations
to determine the facts relating to the matter and to assist in deciding what, if any, action should
be taken in relation to the matter(s).

In most situations fraud investigations would be undertaken by the Police who, in addition to
possessing appropriate skills have access to a number of important services including:


forensic services;



document examination;



fingerprint analysis;



DNA;



ballistic testing; and



computer forensics.

However, there may well be some situations where aspects of the investigation can be
undertaken by Council staff or external investigators appointed by the Council.
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9.

Fraud Control—Monitoring, Evaluation and Reporting

Effective monitoring and evaluation of an organisation's fraud control strategies can assist
managers and other decision-makers to:
a) assess the continued relevance and priority of fraud strategies in the light of
current and emerging risks;
b) test whether fraud strategies are targeting the desired population;
c) ascertain whether there are more cost-effective ways of combating fraud.

Evaluations also have the capacity to establish causal links and, over time, an Evaluation
Strategy has the potential to provide insights into:


the appropriate balance between fraud prevention and detection strategies;



the relative weighting of incentives that focus on reducing the potential losses from
fraud in the first instance, as opposed to discovering fraud after it has occurred.

Completion of Fraud Control Plan Report and Checklist
Governance will prepare an annual report against the activities outlined in Appendix 1 and
complete the checklist outlined in Appendix 2 for the Chief Executive Officer. The annual
reporting against prevention, detection and responding activities and checklist outlines a
summary of activities and evidence of compliance regarding the Fraud Control Plan.
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9.1

Reporting

Once Council becomes aware of a loss it must notify the Crime and Corruption Commission
(CCC), appropriate Minister, the Auditor-General (QAO) and the Queensland Police Service
(QPS). The following table summarises the obligations.
A “material loss” is:

Cash or equivalent over $500
Assets valued at over $1,000

All losses that result from a criminal offence or 

must be recorded in Fraud Register

suspected corrupt conduct
All material losses



must be recorded



must be reported to:

Material losses that result from criminal 
offences



Material losses that result from suspected 
corrupt conduct by employees or contractors



o

the appropriate Minister

o

the Auditor-General

must be recorded
must be reported to:
o

the appropriate Minister

o

the Auditor-General

o

QPS

must be recorded
must be reported to:
o

the appropriate Minister

o

the Auditor-General

o

CCC
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Appendix 1
Fraud and corruption prevention activities
This table outlines the frameworks, systems and processes in place to promote and support the prevention of fraud and corruption.
Element

Component

Action Plan

Oversight

Timeline

Policy

Fraud and Corruption Policy

EMT to endorse and promote the Plan ensuring

Governance Lead

Annually

and Control Plan

staff awareness of the Plan on an ongoing

Review of Policy

Governance Lead

Every 4 years

Relevant staff involved in prevention activities

Governance Lead

Annually

Governance Lead

Annually

Governance Lead

As required

People & Culture

Ongoing

Where fraud risks are known to exist (eg

Respective

Ongoing

finance, payroll) clearly document work

Managers

basis

are included in Plan reviews.
Risk

Risk Assessment

Management
Internal
Controls

Consider and assess fraud and corruption risk
in consultation with EMT

Governance Framework

Develop, implement or update relevant
governance policies and processes
Outline clear accountability and reporting
responsibilities in staff position descriptions

processes and make available to employees
Conduct screening of potential new employees.

People & Culture

As required
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Element

Component

Action Plan

Oversight

Timeline

Accountability and

Monitor record-keeping for adherence to policy.

Respective

Ongoing

responsibility structures

Managers
Supervisors to monitor compliance with work

Respective

procedures.

Supervisors

Supervisors to ensure proper and adequate

Respective

advice and support is provided to staff on

Supervisors

Ongoing

Ongoing

procedures.
EMT to demonstrate adherence to work

EMT

Ongoing

People & Culture

As required

Governance

As required

procedures.
Organisation chart to be kept updated and
available to all staff.
Review and update delegations register.

Officer
Conflicts of Interest

Councillors to ensure declarations of conflicts of

Mayor &

interest, related party transactions and registers

Councillors

As required

of interests are up to date
Senior Executives to ensure declarations of

Chief Executive

conflicts of interest, related party transactions

Officer

As required

and registers of interests are up to date
Employees to ensure conflicts of interest are up

Relevant

to date

Supervisor

As required
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Element

Component

Action Plan

Oversight

Timeline

Staff

Policies and procedures

Relevant policies, procedures and information

Governance

Ongoing

Governance

Annually

Governance

When reviewed

People & Culture

Within one month

awareness and
education

made available on intranet
Training and Awareness

Provide appropriate training to all staff on the
content and purposes of the Fraud and
Corruption Control Plan and Policy
Corporate Plan to refer to values and ethical
conduct

Code of

Inductions

Conduct

Provide each new employee information on the
Fraud and Corruption Control Plan

Staff training

Promote ethical culture and awareness of fraud

of arrival
People & Culture

Every 2 years

Governance

As required

Governance

Ongoing

Governance

As required

and corruption prevention and controls through
code of conduct training
Community

Policies and Procedures

Include Fraud and Corruption Policy and Plan
on Council’s website.

awareness
Awareness

Ensure Council’s Fraud and Corruption Control
Plan is available on Council’s website.
Publish guidance on Council’s website on how
to make a complaint or report suspicions of
fraud.
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Fraud and corruption detection activities
This table outlines the systems and processes in place to detect and expose fraud and corruption.
Element

Component

Action Plan

Oversight

Timeline

Internal
controls

Work processes

Each program area should develop clearly

Respective

Ongoing

documented work procedures which are

Supervisors

communicated to staff. Awareness and training
must be provided.
Specific area processes must be complied with.

Respective

Ongoing

Supervisors
Public Interest
Disclosures

Management of Public
Interest Disclosure

Public Interest Disclosure Policy and process

Governance

Every 2 years

EMT

Ongoing

Governance

Ongoing

Governance

Ongoing

Governance

As required

reviewed and updated accordingly.
Management to take all reasonable steps to
protect disclosers and ensure all victimisation is
dealt with swiftly and appropriately.

Internal
reporting

Fraud allegations

Ensure staff are aware of Fraud reporting
process.
Maintain appropriate register and records of all
allegations received.

Internal Audit

Council to respond promptly to any audit

Reporting

findings and recommendations.
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Element

Component

Action Plan

Oversight

Timeline

Culture of reporting to be supported and

All Managers

Ongoing

As required

promoted through induction, training, intranet,
policies and procedures.
Investigations

Investigation process and

All suspected instances of fraud and corruption

Respective

procedures

to be reported to Governance or directly to

Managers

CEO.

Page 36 of 54

Responding to fraud and corruption incidents activities
This table outlines the systems and processes in place to respond to fraud and corruption.
Element

Component

Action Plan

Oversight

Timeline

Risk

Fraud Register

Report all alleged or proven fraud and/or

Governance

As required

Governance

Annually

Conduct investigations according to relevant

Governance and

As required

legislation, policies and procedures.

People and

Management

corruption in the Fraud Register.
Fraud reporting

Annual fraud risk reporting and self-assessment
to Council’s Audit Committee

Investigations

Commence investigations

Culture

Report investigations

Decision as to whether allegation constitutes

Governance and

As required

improper conduct

CEO

Investigation outcomes are to be supported and

EMT

As required

Review policies and procedures taking into

Chief Executive

As required

account recent incidents and in response to

Officer

implemented as determined by EMT.
Internal

Policies and procedures

controls

recommendations made by investigators,
internal or external audit
Staff

Awareness and training

Reinforce awareness of internal controls and

Relevant

awareness and

program

prevention mechanisms through training on any

Supervisor

education

Ongoing

new process or procedures.
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Element

Component

Action Plan

Oversight

Timeline

Reinforce Council’s stance on fraud and

Governance

Ongoing

Governance

As required

corruption through relevant corporate
communications.
External
reporting

Mandatory reporting

Report fraud and corruption to the following
agencies:

Suspected corrupt conduct (which
includes fraud) to CCC;



Notify reportable losses to AuditorGeneral, Minister and Police (if
relevant).
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Appendix 2 - Fraud Control Plan – Best Practice Checklist
Key Element 1 – Coordination mechanisms
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Key Element 2 – Risk Management System
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Key Element 3 – Internal Controls
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Key Element 4 – Reporting processes
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Key Element 5 – Protections and support for disclosers
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Key Element 6 – External reporting
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Key Element 7 – Investigations management processes
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Key Element 8 – Code of conduct
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Key Element 9 – Organisational culture change program
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Key Element 10 – Client and community awareness program
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